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Introduction

Congratulations on your sale of MyDigitalShield, using the option to configure existing device(s) to use
tunneling protocol.

This guide is written specifically for the Araknis AN-300-RT-4L2W. It can be used as a reference guide
to configure the IPSEC tunnel, which will provide the connection to the MDS cloud.

This guide documents configuration of the Araknis gateway.

Assumptions

¢ This guide was developed to provide configuration information of the Araknis gateway
specifically for the setup of the IPSEC tunnel to the MDS Cloud.

¢ The configuration was tested using the Araknis AN-300 v1.0.4.7.
e This guide is NOT intended to be a full configuration guide for the Araknis gateway.

¢ Responsibility for the management of the Araknis gateway is not assumed by
MyDigitalShield.

¢ Proceeding to this guide means that the order has been placed in the MyDigitalShield portal.
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What You Will Need
The following IP address information:
 The local public IP address/subnet.

e The local public IP GW address (your customer’s default gateway address).

e Local LAN network/subnet.

e The MDS Cloud IP address assigned to you during order and activation.

* Preshared key that was defined during setup on the portal.

Please reference the sample configuration from the MDS portal:

IPSEC Settings

Cloud Public IP: 64.18.202.17

Remaote Public IP
216.54.219.22

Remote LAN IP
152.168.1.1

Remote LAN Mask
255.255.255.0

IPSEC Secret Key

welcome_me

« Local Public IP - The local Public IP address/subnet mask that your customer’s ISP

provides.

e Local Public GW - The gateway IP address provided by the customer’s ISP.

e Local LAN Network - This is the network address that is being used on your

customer’s LAN.

e Cloud Public IP - This is the address assigned to you by MyDigitalShield. It is the remote IP

address at the MDS Node that the IPSEC tunnel will terminate on.

Fill in the middle column of the following table for reference in later sections of this guide. To map IP

addresses that are used in this guide, values in the “Reference Sample” column are used.

Network

P

Reference Sample

Local Public IP: (x.x.x.x/mask)

216.54.219.22

Local Public GW (x.x.x.x)

216.54.219.21

Local LAN Network (x.x.x.x/mask)

192.168.1.0/24

Cloud Public IP (x.x.x.x)

64.18.202.17
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IPSEC Configuration

1. Log into the Araknis gateway — Username: Araknis Password: Araknis
You can find your Local Public IP and subnet by going to the Settings > WAN section:

WAN

WAN Status -

Detaut Gatevay 2000 IB=x ]

2. Record your local IP information. Then, from the left side menu, click Advanced -> VPN ->
Gateway to Gateway to add a new tunnel

GATEWAY TO GATEWAY
@ sTATUS
SYSTEM Add a New Tunnel
CLIENTS AND SERVICES
PORTS
Cweitame:
(@ sETTINGS S
SYSTEM
VAN Enable :
L Local Group Setup
FIREWALL
DONS
PORT FORWARDING
SECURITY Subnet
@) MAINTENANCE 19216810
PING
DNS LOOKUP 2552852850
FILE MANAGEMENT R e Group Setup
RESTART
LOG ouT IP Only -
9 ADVANCED Remote Group IP Type : IP Address -
ROUTING
VLANS
ST Remote Security Group Type : Subnet  w
STATUS
Cld T Subnet Mask : 2552552550
PPTP
VPN PASSTHROUGH IPSec Setup
[_roatemaTocatEmay | IKE with Preshared key =
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3. Fill in the appropriate fields depicted in the screenshot below:

GATEWAY TO GATEWAY
P STATUS
SYSTEM Add a New Tunnel
CLIENTS AND SERVICES
PORTS - @
WDsrevz Any name
) SETTINGS
SYSTEM
VIAN Enable :
L Local Group Setup
FIREVALL
ITE IP Only
PORT FORWARDING 216.54.219.22 The Local Public IP
SECURITY Subnet
P MAINTENANCE 10218810 The local LAN Network
PING
TELETET 265.256.255.0
FILE MAMAGEMENT Remote Group Setup
RESTART
LOG OUT IP Only
B ADVANCED Remote Group IP Type : IP Address ;
HCUIS §4.18.202.17
VLANS -
L VPN Remote Security Group Type : Subnet -
STATUS 0.0.0.0
OPENVPN Subnet Mask : 0000 This is the MDS remote network
PPTP

4. Scroll down and fill in the IPSEC setup. Copy all the fields from the screenshot. Enter the

Preshared key defined in the portal.

VPN PASSTHROUGH IPSec Setup
DOV EL Y IKE with Preshared key -

CLIENT TO GATEWAY
IPV6 Phase 1 DH Group : Group 2 - 1024 bit -

LOCAL DNS AES-128 -

SHMP

Phase 1 Authentication : SHAT
AcLs
Qos 28800

porect ovors ey
AES-128 =

Phase 2 Authentication : SHA1 -
3600

Preshared Key : sssssses This is the IPSEC Secret key defined in the portal

Presnared ey Strenaih feter: I
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5. Click the Advanced button to expand the Advanced Section. Make sure that the highlighted items
in the screenshot are checked, then click Apply.

Advanced

Compress (Support IP Payload Compression Protocol(IPComp))

AH Hash Algorithm  MDS -

NAT Traversal

Tunnel Backup :
Local Interface : WANT »

Domain Name 4 :

Split DNS :
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Initiating IPSEC Connection

1. On the left side menu, click VPN -> Status. At this point, the tunnel is not up. Click Connect under

Tunnel Test to initiate the connection.

Cloud Service: Conne

araknis
'

@ sTATUS

System Time: 2016-02-25 01:0

System Uptime: 16d 09:4

SYSTEM

SYSTEM
CLIENTS AND SERVICES ‘ o ‘ Tunnel(s) Used | 50 ‘ Tunnel(s) Available |
PORTS
p Tunnel Status
) SETTINGS
‘ 1 ‘ Tunnel(s) Enabled ‘ 1 ‘ Tunnel(s) Defined ‘

WAN

NS

v Phase2
B No. Hame Status EnciAuthiGrp Local Group Remote Group Remote Gateway Tunnel Test Config.
1L 192.168.1.0 0.0.0.0
PORT FORWARDING 1 MDSrev2 | waiting for connection AESISHAT 255 955 265 0 0000 64.18.202.17 ERm|
SECURITY
3 MAINTENANCE Add
e Group VPN Status
DNS LOOKUP
FILE MANAGEMENT ‘ Group Name (Il:::::ed ‘ E:Zi:zlm(irp ‘ Local Group ‘ Remote Client Remote Client Status ‘ Tunnel Test ‘ Config. ‘
RESTART
LOG OUT Add
{£H ADVANCED
ROUTING

: ‘ 3
2. The tunnel is up when the Status changes to “Connected”.
O rOkﬂ'S Cloud Service: C System Time: 2 System Uptime: 1
' VPN STATUS

§9 sTATUS
SYSTEM
CLIENTS AND SERVICES | 1 | Tunnel(s) Used ||Z9 | Tunnel(s) Available |
PORTS

it Tunnel Status

() sETTINGS
SYSTEM ‘ 1 ‘ Tunnel(s) Enabled ‘ 1 ‘ Tunnel(s) Defined ‘ ‘

N N Statu Phasez Local G Remote G Remote Gall Tunnel Test Col
' 0. ame 13 EnclAuth/Grp roup lemote Group lemote Gateway lunnel Test nfig.

DDNS 192.168.1.0 0.0.0.0
PORT FORWARDING 1 MDSrev2 Connected AESISHA1 086 256 9560 0000 64.18.202.17 |4 m
SECURITY

2 MAINTENANCE Add
FE Group VPN Status
DNS LOOKUP
FILE MANAGEMENT ‘ Group Name %(:::::;led ‘ ::z::uzlm(irp ‘ Local Group ‘ Remote Client Remote Client Status ‘ Tunnel Test ‘ Config. ‘
RESTART
LOG OUT Add
DVANCED
ROUTING
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Validate Traffic to MDS

From a local computer that is connected in the local subnet, open up the browser and go to checkip.

dyndns.org. The Public IP should reflect the MDS node.

€ checkip.dyndns.org c
[2h Most Visited @ Getting Started Suggested Sites Web Slice Gallery 3 MyDigitalShield - Agent CLOSE

Current IP Address: 64.18.202.17

Validate MDS Web Block

Access EICAR AV download page:

http://www.eicar.org/download/eicar.com

(- |0 www.eicar.org/download)/eicar.com [ | Q

E] Most Visited ' Getting Started Suggested Sites Web Slice Gallery *©' MyDigitalShield - Agent CLOSE

C/ MYDIGITALSHIELD

Web Page Blocked!
Q g You have tried to access a web page which is in violation of your internet usage policy.

.l
URL: www.eicar.org/download/eicar.com
Category: Malicious Websites

Congratulations!
Your Araknis firewall is now enhanced with the protection of MyDigitalShield Clean Internet!

You can adjust your filtering settings via the MDS Cloud Manager at https:/mdsmanager.com

For more info on Araknis products, hardware support, and to purchase additional Araknis products

go to http://onaisle8.com
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